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To Our Clients and Friends

Re Cdifornia s SB 27

INTRODUCTION

The State of Cdiforniarecently enacted SB 27 (the “Act”) to better inform
customers about disclosure of their persona information to direct marketers and thus
enable them to make an educated choice of whether to opt-in or opt-out of disclosure.
The Act does not prevent businesses from disclosing persona information to third parties
for purposes of direct marketing.> Certain businesses and activities are exempt from the
Act’srequirements. Mogt notably, financid inditutions that are subject to the Cdifornia
Financid Information Privacy Act (“SB 1”) and that comply with SB 1's requirements
are exempt. The Act becomes effective on January 1, 2005.

DISCUSSION

Disclosure Requirements

Upon a customer’ s request, a business that has an established business
relationship with the customer, that has disclosed the customer’ s persond information to

third parties within the preceding calendar year, and that knows or reasonably should
know that the third party used the information for direct marketing purposes, must

1 SB 27, 2003-2004 Leg., Reg. Sess. (Cal. 2003) (to be codified at Cal. Civ. Code § 1798.83-.84).

2 Personal information that is used to solicit or induce an individual to purchase, rent, lease or exchange
products, goods, property or services viamail, telephone, or electronic mail is used for direct marketing
purposes. A business that receives consideration in exchange for the information does so for direct
marketing purposes. Direct marketing purposes do not include (1) soliciting contributions for atax exempt
charity, (2) communicating about or soliciting contributions for agovernment or political purpose, (3) a
third party obtaining ownership of accounts that contain the information, or (4) athird party receiving the
information through a single transaction and the information is disclosed in order to carry out the
transaction.
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provide certain information to the customer.® A customer may make arequest viawritten
or eectronic mall, or if the business so chooses, viaatoll-free telegphone or facamile
number. The business must then respond, at no charge to the customer, ether inwriting
or via€eectronic mail, with (1) alig of the categories of persona information detailed
below that were disclosed to third parties during the preceding calendar year, and (2) the
names and addresses of third parties that received the information. If the nature of the
third party’ s business cannot be determined from its name, examples of the products or
sarvices marketed must al'so be provided. Businesses with fewer than 20 full- or part-
time employees are exempt from the Act.

The following are the categories of persond information that must be disclosed to
the customer:

Name, address and telephone number

E-mail address

Age or date of birth

Names, e-mail or other addresses, number, and age or gender of children
Height and weight

Race, religion, and occupation

Education

Politica party affiliation

Medica condition, drugs, thergpies, or medica products or equipment used
Kind of product the customer purchased, leased, or rented

Real property purchased, leased, or rented

Kind of service provided

Socid security, bank account, credit card, or debit card number

Bank or investment account, debit card, or credit card balance

Payment history

Informetion pertaining to creditworthiness, assets, income, or liahilities

If alist, description, or grouping of customer names or addresses was derived
from the above categories and, when it was disclosed to a third party, the third party
could determine the persond information from which the list was derived, the categories
used to derive the list are consdered persona information and must be disclosed.

3 A customer isaresident of Californiawho supplies personal information to a business with which the
person has an established business relationship primarily for personal, family, or household purposes. An
established business relationship is an ongoing relationship formed by voluntary, two-way communication,
to purchase, rent or lease property, an interest in property or a product or service, whether or not
consideration is exchanged. A relationship will be considered an established business relationship if the
customer purchased, rented, or leased property or purchased a product or service from the business within
the previous 18 months.
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Contact Information Requirements

A business must designate a mailing or dectronic mail address, or atoll-free
telephone or fax number a which it will receive customer requests as contact points.
Additiondly, abusiness must choose one of the following options for notifying
customers abouit its privacy policy:

Notify its agents and managers who supervise employees who have regular
contact with customers of the designated contact points or meansto obtain
them, and ingtruct the employees to provide the contact points to customers
who ask about the business' privacy policies or compliance with the Act.

Add alink on the business web ste home page to a page entitled “ Y our
Privacy Rights” in aformat specified by the Act that distinguishes the link
from the rest of the page, or add those words to an existing home page link to
the business' privacy palicy, in the same style and Sze as the exiging link.

0 If the busness adds the phrase “Y our Cdifornia Privacy Rights’ to an
exiging privacy policy link, and the first page describes a customer’s
rights under the Act and provides the requisite contact points, the business
is not required to respond to requests that are not received at the contact
points.

o If the busness does not have alink to its privacy policy on its home page
or does not have a privacy policy, and thus choosesto link to a page
entitled “Y our Privacy Rights” the first page of the link should describe
the customer’ s rights under the Act and provide the contact points for
customer requests.

Provide the required contact points, or meansto obtain them, at every place of
businessin Cdiforniawhere the business or its agents have regular contact
with customers.

Timing and Form of Response to Customer

A business must respond to a customer’ s request within 30 days. If a customer
sends the request to an address or number not designated as a contact point, the Act
requires that the business respond within a reasonable time under the circumstances, but
no later than 150 days after the date the request was received. However, the business
need not reply if it addsthe “Y our Cdifornia Privacy Rights’ link to its web page,
described above, and the request is sent to different contact points than specified. A
business may provide the information required by the Act in a standardized format and
does not have to provide information about particular individuas. A business does not
have to respond to requests from a customer more than once per yesr.
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Satisfaction of the Act’ s Requirements

If abusinessis subject to the privacy provisons of the Gramm-Leach-Bliley Act,
which requires disclosure of afinancid inditution’s privacy policy at theinitiation of a
customer relationship and annualy theresfter, that disclosure may be used to satisfy the
Act’s requirements, provided that the disclosure complies with the Act as well.

The Act provides reduced compliance requirements for a businessthat is required
to comply with the Act but that disclosesin its privacy policy that it will not disclose
persond information to third parties for direct marketing unless the customer first opts-in
to disclosure, or thet it will not reved the information if the customer opts-out of
disclosure to third parties for direct marketing purposes. Such businesses need only
natify the customer of the ability to opt-in or opt-out to prevent disclosure and provide a
cost-free means to do so.

DISCLOSURESNOT SUBJECT TOTHE ACT

Certain disclosures are not subject to the Act. These include servicing
arrangements not involving direct marketing by athird party, marketing the business
own products and services to existing customers, and information from public records
that is not directly reveded by the customer, regarding right, title, or interestsin red

property.

Disclosures pursuant to written agreements for joint offerings dso are not subject
to the Act and are not considered to be disclosures if the product or service (1) isone
provided by at least one of the businessesthat is a party to the agreement; (2) isjointly
offered, endorsed, or sponsored by the businesses that disclose and receive personal
information and those businesses are identified for the customer; and (3) the agreement
dates that the third party receiving the information is required to maintain its
confidentidity and may not use or disclose the information for any purpose other than to
cary out the joint offering.

The Act generdly does not apply to disclosures of transaction and experience
information to or from consumer reporting agencies or to disclosures between alicensed
agent and principa if necessary to complete, effectuate, administer, or enforce
transactions between them, if the information is used to market to existing customerswith
whom both the licensed agent and principa have established business relaionships.

ENTITIESEXEMPT FROM THE ACT
Affiliated Third Parties With Same Brand Name
The Act exempits affiliated third parties with the same brand name for direct

marketing purposes from providing alist of the categories of information disclosed,
unless the information fals within one of the categorieslisted below. However, such
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businesses mugt il provide the names and addresses of dl third parties to which the
information was disclosed in the preceding calendar year or may satisfy this requirement
by providing the cusomer with the overdl number of affiliated companiesthet share the
same brand name.

If the information disclosed to affiliated third parties with same brand name for
direct marketing purposes falsinto one of the categories listed below, a business shdl
inform the customer of the categories disclosed, the names and addresses of the third
parties to which the information was disclosed, and the nature of the third parties
businessessif it is not obvious from their names:

Number, age, and gender of children

E-mail or other addresses of children

Height and weight

Race and rdligion

Telephone number

Medical condition or drugs, therapies, or medica products or equipment used
Socid security number

Bank account, credit card, and debit card number

Bank or investment account, debit card, or credit card balance

If alist, description, or grouping of customer names or addressesis derived from
any of the above categories and, when it is disclosed to an affiliated third party with the
same brand name, the third party could determine the persond information from which
the list was derived, the categories used to derive the list are considered persond
information and must be disclosed to a requesting customer.

REMEDIES

Cugtomersinjured by violations of the Act can bring civil actionsfor damages. A
business that violates, has violated, or proposes to violate the Act, can be enjoined.
Customers cannot waive their rights under the Act.

A customer can recover acivil pendty of up to $500 per violation. However, if
the violation was done willfully, intentionaly, or recklesdy, a cusomer can recover a
penaty of up to $3,000 per violation. A business can assert as a complete defense to any
action that it provided the information aleged to have been untimely, incomplete, or
inaccurate to customers within 90 days after it knows of itsfallure to correctly provide
the information. However, if the violation was willful, intentiond, or reckless, however,
compliance within 90 daysis no defense. Plaintiffs can aso recover attorney’ s fees and
cogts. Further, the Act provides that any rights or remedies available under it arein
addition to each other and any others available under law.
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Thetext of the Act can be found at http://mwww.schwartzandba len.com/whats new.html.

If you have any questions concerning the Act, please cdl Gilbert Schwartz, Robert
Bdlen or Tom Fox at (202) 776-0700.



